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(54) CONTENTS DISTRIBUTION SYSTEM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To service the maintenance of contents possessed 
by a user after distribution in a contents distribution system utilizing a network. 
SOLUTION: This system is provided with a server 100 for distributing contents are 
a client terminal 15 connected with this server on the network. The server 100 
incorporates a contents key generating part 104 and a contents enciphering part 
105 or the like and the client terminal 150 incorporates a second storage part 154 
for receiving and storing contents distributed from the side of the server 1 00a 
user ID card 155 for transmitting a control signal to the side of the server 100 and 
a deciphering part 153 for deciphering the enciphered contents or the like. 



CLAIMS 



[Claim(s)] 

[Claim 1]A contents distribution system which comprises a server which 
distributes contents characterized by comprising the following accompanied by an 
imagea soundetc.and a client terminal which receives contents which network 
connection was carried out to said serverand were distributed from this server. 
The 1 st storage parts store in which said server accumulates said contents and 
contents identification information. 



An extraction part which extracts said contents identification information from 
said 1 st storage parts store. 

A contents key generation part which generates a contents key for enciphering 
and deciphering said contents. 

An encryption section which enciphers said contents using said contents key 
outputted from said contents key generation partAn accounting part which asks a 
user of a client terminal of a distribution destination for a remuneration which 
****s to said contentsand performs accountingAn output of said encryption 
section is distributed to said client terminal through said networkHave a server 
message distribution processing part which outputs transmit information from said 
client terminal to said contents key generation part and said accounting partand 
said client terminalA client message distribution processing part which receives 
said distributed contentstransmits to the 2nd storage parts storetransmits a 
control signal from a user ID card to said serverand transmits a control signal from 
this server to this user ID cardThe 2nd storage parts store that accumulates said 
distributed contentsa decoding section which decodes said enciphered contents 
and is reproduceduser identification information which identifies apparatus which a 
user and a user useand said contents key. 

[Claim 2]Said contents distribution systemwherein said client terminal is provided 

with still more nearly removable card reader/writer in a memory card which stored 

said contents in the contents distribution system according to claim 1. 

[Claim 3]Claim 1 statement characterized by comprising the followingor the 

contents distribution system according to claim 2. 

Said server is each user's User Information further. 

Contents identification information of contents distributed to this user. 

The Research and Data Processing Department which does database management 

of said contents key used for encryption of said contents. 

[Claim 4]Said server in the contents distribution system according to claim 3 
furtherContents attribute information which defined remuneration information and 
a utilization condition of contents as said 1st storage parts store is savedA 
contents distribution systemwherein said extraction part extracts said contents 
identification information and said contents attribute information from said 1st 
storage parts store and said Research and Data Processing Department manages 
this contents identification informationthis contents attribute informationsaid 
contents keyand said User Information. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention]This invention consists of a contents server with which said 



contents are accumulatedand a client terminal by which network connection was 
carried out to this serverconcerning the distribution system of contentssuch as 
music and a movieand relates to the contents distribution system which devised 
especially customer relations management and copyright protection. 
[0002] 

[Description of the Prior Art] Drawing 9 shows the functional block of the 
information distribution system known conventionally. In drawing 9 the server by 
which 10 supplies contents to a userand 20 are user terminals. The Internet 
connectivity of the server 10 and the user terminal 20 is carried out. The contents 
accumulating part which the numerals 11-17 show the functional block of server 
10 insideand stores contents with various numerals 11A fee collection manager 
and 17 are communication managers the apparatus key database which can refer 
to the apparatus key corresponding to apparatus ID in 1 4 corresponding to a 
contents encryption section in 13 corresponding to a contents key generation part 
in 12the apparatus encryption section which enciphers by an apparatus key 15and 
16. 

[0003]The numerals 21-24and 26 express the functional block of user terminal 20 
inside. The remote processing manager whom the numerals 21 give general 
processing in connection with [ with respect to a card reader/writer in the 
communication manager in the user terminal 20 and 22 ] distribution in 23the data 
accumulation part 24 remembers encryption data to beand 25 are IC cards. IC 
card 25 can be inserted now in a card reader / writer 22. 26 is a code decoding 
section which performs encryption and decryption of the information which 
accompanies contents and these contents. 

[0004]Nowthere is a user's demand and the case where desired contents are 
downloaded to the user terminal 20 is considered. At this timethe server 10 takes 
out desired contents from the contents accumulating part 1 land transmits 
contents to the contents encryption section 13. In the contents encryption 
section 13contents are enciphered using the contents key transmitted from the 
contents key generation part 12. Information original with contentsfor examplefee 
collectionthe expiration dateetc. are contained in the contents key. 
[0005]The contents key generated by the contents and the contents key 
generation part 12 which were enciphered by the contents encryption section 13 
is transmitted to the apparatus encryption section 1 5respectively. In the 
apparatus encryption section 15it is respectively enciphered further using an 
apparatus keyand contents and a contents key are sent to the user terminal 20 
via the communication manager 1 7. An apparatus key is taken out from the 
apparatus key database 14. The apparatus key is beforehand written in the 
apparatus which a user possesses with apparatus ID at the time of factory 
shipmentsand can memorize the combination to the apparatus key database 14 
further. Although a user can refer to apparatus IDany users are prevented from 
referring to an apparatus key. A user transmits apparatus ID to beforehand [ of 
download ] at a serverand the server 10 pulls out apparatus ID transmitted by the 
user and a corresponding apparatus key from the apparatus key database 



14transmits to the apparatus encryption section 15and performs apparatus 
encryption. 

[0006]In the user terminal 20the contents key and contents which were 
enciphered by the apparatus key are once sent to the data accumulation part 24 
via the communication manager 21 of the user terminal 20. After the remote 
processing manager 23 checks that desired contents have been transmitted 
thoroughlythe accounting information currently recorded on IC card 25 is 
updatedand just fee collection is performed. Or after the server 10 checks that 
the user has received contents to be surethe fee collection manager 16 performs 
suitable accounting. 

[0007]The contents accumulated in the data accumulation part 24 are transmitted 
to the code decoding section 26 at the time of reproduction. The apparatus key 
peculiar to the apparatus is embedded in the memory area which cannot be 
referred to from a user in the code decoding section 26and apparatus encryption 
of contents and a contents key is decoded first. Thenusing the contents key 
produced by decoding apparatus encryptioncontents encryption of contents is 
decoded and it is decoded by contents data suitable for a user's utilizing method. 
[0008]As a contents distribution system relevant to this inventionwhat was 
indicatedfor example to JP11-328850A and JP2000-36781 A is known. 
[0009] 

[Problem(s) to be Solved by the Invention]Howeveralthough the copyright of the 
contents which the user could obtain desired contents early and easilyand were 
distributed is protected by the conventional information distribution systemlt 
becomes only the only user terminal discriminable by apparatus ID that the 
contents which received can be usedand it cannot be used with a user terminal 
with different apparatus ID from this apparatus ID. 

[0010]When contents have been disappeared by causessuch as failure of a user's 
memory storagein order to use these contents once againa user has to receive 
distributionafter paying a fee again. 

[001 1]Even if copying freely is accepted when the attribution information about 
contents changesand the term of validity of copyright goes outfor examplelf there 
is no way a user can possess the contents data itself which exhibited the 
apparatus keyor canceled encryption of contents and was decodedthere is a 
problem that the decoded contents cannot be copied freely. 
[0012]Thereforethe purpose of this invention makes it possible to receive 
distribution with the arbitrary client terminals by which network connection was 
carried out in a contents distribution system. The number of times is limitedand it 
enables it to receive re-distribution of contentswhen the contents in which the 
user received distribution have disappeared by a certain causewithout paying a fee. 
When attribution information from which the user received distributionsuch as 
copyright of contents and a remunerationis changedit becomes possible to 
improve user convenience because notify the attribution information of contents in 
response to a user's notice requests or a server notifies a user autonomously. 
[0013] 



[Means for Solving the Problemjln order to solve this technical problemthe 
invention of this invention according to claim 1 1n a contents distribution system 
which comprises a server which distributes contents accompanied by 
copyrightssuch as an image and a soundand a client terminal which receives 
contents which network connection was carried out to said serverand were 
distributed from this serverThe 1st storage parts store in which said server 
accumulates said contents and contents identification informationAn extraction 
part which extracts said contents identification information from said 1st storage 
parts storeA contents key generation part which generates a contents key for 
enciphering and deciphering said contentsA contents encryption section which 
enciphers said contents using said contents key outputted from said contents key 
generation partAn accounting part which asks a user of a client terminal of a 
distribution destination for a remuneration which ****s to said contentsand 
performs accountingAn output of said encryption section is distributed to said 
client terminal through said networkHave a server message distribution processing 
part which outputs transmit information from said client terminal to said contents 
key generation part and said accounting partand said client terminal receives said 
distributed contentsand transmits to the 2nd storage parts storeA client message 
distribution processing part which transmits a control signal from a user ID card to 
said serverand transmits a control signal from this server to this user ID cardThe 
2nd storage parts store that accumulates said distributed contentsand a decoding 
section which decodes said enciphered contents and is reproducedlt is a contents 
distribution system which consists of a user ID card which stores User Information 
which consists of user identification information which identifies apparatus which a 
user and a user useand said contents keyand the card reader/writer part equipped 
with said user ID card. 

[0014]contents of which a user expects distribution are enciphered by such 
composition using user ID and content ID — **** — if a user has a user ID 
cardany client terminals can receive contents distribution and copyright will also 
be protected. 

[0015]The invention of this invention according to claim 2 equips a client terminal 
with a card reader/writer which can detach and attach a memory card further in 
claim 1. Reproducing contents stored in a memory card in other decoding 
reproduction devices by thiswhile contents etc. are storable in a memory card free 
is done so. 

[0016]In claim 1 statement or the contents distribution system according to claim 
2 the invention of this invention according to claim 3Said server provides the 
Research and Data Processing Department which does further database 
management of each user's User Informationcontents identification information of 
contents distributed to this userand said contents key used for encryption of said 
contents. By providing the Research and Data Processing Departmentthe 
invention of this invention according to claim 3 can manage user content IDthe 
newest distribution timea copyright terma remuneration (price) of copyrightthe 
number of times of distributiona contents keyetc. for every user. When contents 



distributed to a user have disappeared by causessuch as hardware faultby 
thissince a server has managed a user's informationit becomes possible to re- 
distribute music in which this user received distribution. 

[0017]In the contents distribution system according to claim 3 the invention of 
this invention according to claim 4Further said server to said 1st storage parts 
store Remuneration information on contentsSave contents attribute information 
which defined a utilization conditionsaid extraction part extracts said contents 
identification information and said contents attribute information from said 1st 
storage parts storeand said Research and Data Processing Department Said User 
InformationSaid contents identification informationsaid contents keyand said 
contents attribute information are managed. 

[0018]When copyright of contents in which a user received distribution goes out 
by thisa server is notifying a user of copyright of contents having gone outand 
distributing a contents key to a user if neededA user can decode enciphered 
contents and can deal with it now freely. 
[0019] 

[Embodiment of the Invention] Hereafteran embodiment of the invention is 
described using drawing 1 - drawing 8 . 

[0020](Embodiment 1) Drawing 1 starts Embodiment 1 of the contents distribution 
system in this invention. In drawing 1 300 is a server which distributes contents. 
The numerals 301 3023041 051 06and 107 express the internal function block of the 
server 300. The 1st storage parts store in which the numerals 301 accumulate 
contents and contents identification informationThe extraction part from which 
302 extracts contents identification informationthe contents key generation part 
which generates the key which 304 uses for encryption of contentsThe contents 
encryption section which enciphers contents using the contents key to which 105 
was outputted from the contents key generation partThe accounting part which 
106 asks the user of the client terminal of a distribution destination for the 
remuneration which ****s to the distributed contentsand performs accountingl 07 
is a server message distribution processing part which distributes the output of an 
encryption section to the client terminal 350 through said networkand outputs the 
transmit information from the client terminal 350 to a contents key generation part 
and the accounting part 106. 

[0021 ]The numerals 351352153 and 154 express the internal function block of the 
client terminal 350. The numerals 351 receive the distributed contents and 
transmit to the 2nd storage parts storeThe client message distribution processing 
part which transmits the control signal from the user ID card 155 to the server 
300and transmits the control signal from this server to the user ID card 1 55The 
card reader/writer which 352 equips with the user ID card 155The decoding 
section which decodes the code of contents in which 153 was distributedthe 2nd 
storage parts store that stores the contents to which 154 was distributedand 155 
are user ID cards which store User Information which consists of user 
identification information which identifies the apparatus which a user and a user 
useand a contents key. This user ID card 155 is needed when a user receives 



distribution. 

[0022]About the contents distribution system constituted as mentioned abovethe 
operation is described hereafter. Nowa certain user demands distribution of 
desired contents of the server 300 using the client terminal 350distribution is 
receivedand the case where client terminal 350 smell contents are reproduced is 
considered. The contents key first used for contents encryption is created at the 
time of distribution. The copy generation information on a contents key is further 
added to contents key generation using the user ID currently recorded on the user 
ID card 155 which a user usesand content ID. The copy of a contents key is 
restricted by this. A contents key by general common key delivery which added ID 
informationfor example to the method of Diffie-Hellman. It is shared between the 
user ID card 155 and the contents key generation part 304 in secrecyand The user 
ID card 155A contents key can be intercepted from neither servers 300 other than 
contents key generation part 304 and other functional blocks of the client terminal 
350 nor other network apparatus. Howeverthe contents key of various contents in 
which the user received distribution will be stored in the user ID card 155. 
[0023]Nextthe scene which actually distributes is described. Firstthe extraction 
part 302 extracts content ID from the 1st storage parts store 301. The extracted 
content ID is sent to the contents key generation part 304. In generating a 
contents keyin the contents key generation part 304user ID is beforehand 
acquired from the user ID card 155. Nextthe contents key generation part 304 
generates a contents key using content ID and user ID. A contents key is 
transmitted to the contents encryption section 105. From the 1st storage parts 
store 301 it is transmitted to the contents encryption section 105and contents are 
enciphered in the contents encryption section 105. The enciphered contents are 
distributed to the client terminal 350 through the server message distribution 
processing part 107. The server message distribution processing part 107 will 
perform accounting which it notifies to the accounting part 106 and the accounting 
part 106 asks for the remuneration of contents to said userif the completion of 
distribution of said contents is checked. 

[0024]In the client terminal 350the distributed contents are once saved at the 2nd 
storage parts store 154. Contents are enciphered by the contents key at this time. 
Mutual recognition is performed in order that apparatus with mutual user ID card 
155 and decoding section 153 may confirm first whether it is a regular thingwhen 
reproducing contents. Only when it is able to be mutually checked by mutual 
recognition that it is regular apparatusa contents key is transmitted to the 
decoding section 153 from the user ID card 155. When a contents key is 
transmitted to the decoding section 153 from the user ID card 155For examplethe 
1st common key is created between the user ID card 155 and the decoding 
section 153 using the key delivery of Diffie-Hellmanand using this 1st common 
keythe contents key itself is enciphered and it transmits. In the decoding section 
153the contents key enciphered first after thatlt is decoded using the 1st common 
keythe contents by which contents encryption was carried out next are 
transmitted to the decoding section 153 from the 2nd storage parts store 154and 



it is changed into the data which a code is decoded using a contents key and a 
user can use in the decoding section 153. 

[0025]Use limitation information can also be added to a contents key. in this case 
— when decoding contentsthe decoding part 153 refers to the use limitation 
information included in a contents key — contents — it is goodthough it decodes 
only when available. 

[0026]As mentioned abovein the contents distribution system by this Embodiment 
lit is enciphered using content ID and user IDand contents are transmitted to the 
client terminal 350 from the server 350. If a user has the user ID card 1 55 when 
he receives distributionevery client terminal can receive distribution of contents 
andmoreovercopyright will be protected. 

[0027](Embodiment 2) Drawing 2 starts Embodiment 2 of the contents distribution 
system in this invention. In drawing 2 400 is a server which distributes contentsand 
the composition of this server is almost the same as the server 300 shown in 
drawing 1 . 

[0028]450 is the client terminal by which network connection was carried out to 
the server. The numerals 351452 and 154 express the internal function block of 
the client terminal 450. The numerals 351 receive the distributed contents and 
transmit to the 2nd storage parts store 154The client message distribution 
processing part which transmits the control signal from the user ID card 155 to 
the server 300and transmits the control signal from the server 300 to this user ID 
card 155and 452 The user ID card 155The card reader/writer equipped with the 
memory card 156the 2nd storage parts store that stores the contents to which 
154 was distributedand 155 are user ID cards which store User Information which 
consists of user identification information which identifies the apparatus which a 
user and a user useand a contents key. This user ID card 155 is needed when a 
user receives distribution. 156 is a memory card which can store the contents 
which received distributionand the contents key which is needed for decoding of 
contents. 157 is a decoding reproduction device and can equip with the memory 
card 156. 

[0029]About the contents distribution system constituted as mentioned abovethe 
operation is described hereafter. The scene which copies the contents key for 
decoding the contents to which a certain user was distributed nowand these 
contents to the memory card 156 is considered. In this casecontents shall be 
saved at the 2nd storage parts store 154and the contents key shall already be 
stored in the user ID card 1 55. The copy generation information on a contents key 
itself [ this ] shall be added to the contents key. Firstcontents are copied to the 
memory card 1 56 in the state where it was enciphered. The copy to the memory 
card 156 of the contents enciphered may be performed freely. Nexta contents key 
is copied to the memory card 156. 

[0030j Drawing 5 shows the flow chart of the processing 600 which copies a 
contents key to the memory card 156. The processing 600 comprises the 
processings 601-606. In the processing 601 mutual recognition which checks that 
mutual apparatus is regular apparatus between the user ID card 155 and the 



memory card 156 is performed first. When said mutual recognition goes wrongthe 
copy to the memory card 156 is stopped and the processing 600 is ended. If it 
succeeds in said mutual recognitionin the processing 602the user ID card 155 and 
the memory card 156 will perform key delivery of Diffie-Hellmanand the 2nd 
common key for transmitting a contents key safely between the user ID card 1 55 
and the memory card 156 will be created. Nextin the processing 603it checks that 
the copy generation of this contents key is below N with reference to the 
contents key stored in the user ID card 1 55. HereN is zero or more integers and 
one optimal value in each contents distribution system is chosen. Processing is 
ended when said copy generation value is above (N+1). When said copy generation 
is below Nit progresses to the next processing. In the processing 6041 is added to 
the copy generation value of a contents key. Nextit enciphers using said 2nd 
common key that created the contents key of the user ID card 155 by the 
processing 602 in the processing 605. Nextin the processing 606a contents key is 
transmitted to the memory card 156 from the user ID card 155and a contents key 
is decoded using said 2nd common key stored in the memory card 156. This 
decoded contents key is stored in the field which a user cannot read. By recording 
a contents key on the field which cannot be reada user prevents an illegal copy. 
[0031] Contents and a contents key are recorded on the memory card 156 by the 
above procedure. By equipping the decoding reproduction terminal 157 with the 
memory card 156when there is no user ID card 155contents can be changed into a 
users available data by the function decoding of the decoding reproduction 
terminal 1 57. 

[0032]Use limitation information can also be added to a contents key. in this case 
— when decoding contentsthe decoding reproduction terminal 157 refers to the 
use limitation information included in a contents key — contents — it is 
goodthough it decodes only when available. 

[0033]As mentioned abovethe contents distribution system by this Embodiment 3 
stores a contents key required for the decipherment of the contents and the code 
which were enciphered by the memory card 156. The copy generation information 
on the contents key itself is added to the contents keyand the copy frequency of 
a contents key is restricted. A contents key is storing in the field which a user 
cannot readand prevents copying a contents key unjustly. Therebythe user can 
restore contents to the data which a user can use by equipping the decoding 
reproduction terminal 157 with the memory card 156. 

[0034](Embodiment 3) Drawing 3 starts Embodiment 3 in the contents distribution 
system of this invention. The server to which 500 distributes contents in drawing 
3the 1st storage parts store in which 301 stores contents and contents 
identification informationThe extraction part from which 102 extracts contents 
identification informationand 103 for every user User ID and the distributed 
contentsAnd the Research and Data Processing Department holding 
informationincluding a contents key etc.the contents key generation part which 
generates the contents key which uses 104 for encryption of contentsThe 
contents encryption section as which 105 enciphers contentsthe accounting part 



which 106 asks the user of a distribution destination for the remuneration which 
****s to the distributed contentsand performs accountingl 07 is a server message 
distribution processing part which distributes the output of an encryption section 
to the client terminal 550 through a networkand outputs the transmit information 
from a client terminal to a contents key generation part and the accounting part 
106. 

[0035]The numerals 551152153 and 154 express the internal function block of the 
client terminal 550. 551 receives the distributed contentstransmits to the 2nd 
storage parts storeand transmits the control signal from the user ID card 155 to 
the server 500 sideThe client message distribution processing part which 
transmits the control signal from the server 500 side to the user ID card 155and 
152 The user ID card 155The card reader/writer equipped with the memory card 
156the decoding section which decodes the code of contents in which 153 was 
distributedThe 2nd storage parts store that stores the contents to which 154 was 
distributedand 155 are the user ID cards 155 which store User Information which 
consists of user identification information which identifies the apparatus which a 
user and a user useand a contents key. The user ID card 155 is needed when a 
user receives distribution. 156 is a memory card which can store the contents 
which received distributionand the contents key which is needed for decoding of 
contents. 157 is a decoding reproduction device and can equip with the memory 
card 156. 

[0036] Drawing 8 is an example of the user information data base managed in the 
Research and Data Processing Department 103. The Research and Data 
Processing Department 103 manages user IDcontent ID and the newest 
distribution timea copyright termthe contents expiration datea pricethe number of 
times of distributioncontents key informationetc. like Embodiment 1 for every user 
who provides distribution service. 

[0037]About the contents distribution system constituted as mentioned abovethe 
operation is described hereafter. About the scene which actually distributesit is 
almost the same as Embodiment 1. In the server 500as shown in drawing 
8database management of User Informationsuch as All Users's contents 
distributing hysteresis informationis carried out. The server 500 enables it to re- 
distribute the contents in which the user already received distribution. Herewhen 
only the enciphered content saved at the 2nd storage parts store 1 54 etc. has 
brokencontents encryption may be carried outusing once again the contents key 
used for the last distribution. Howeverwhen the contents key has brokeneven if it 
enciphers by the same contents keysince the user cannot decodehe creates the 
2nd different contents key from what disappeared between the user ID card 155 
and the contents key generation part 104. Thencontents are enciphered by the 
2nd contents key and it distributes to a user. By managing the creation history of 
a contents key in the Research and Data Processing Department 103a user 
restricts the number of times of contents key creation to the contents which 
received distributionand prevents an illegal copy. 

[0038]The processing 700 of drawing 6 expresses the flow of processing in the 



case of performing re-distribution with the user sidewhen contents have 
disappearedfor example by hardware fault. The processing 700 is constituted from 
the processing 701 by the processing 708. Firsta user accesses the server 500. 
Nextin the processing 701 mutual recognition which checks that each is regular 
apparatus between the contents key generation part 104 and the user ID card 155 
is performed. The processing 700 is ended when attestation goes wrong. If it 
succeeds in attestationa user will perform next the report shown in the processing 
702. A user tells having damaged the cardand if you would like to re-distribute a 
certain contents which have disappeared nowhe will tell the server 500 here. The 
distribution music hysteresis information in the user information data base shown 
in drawing 8 in the processing 703 is referred to. In the processing 704the old 
number of times of distribution to the contents as which the user is demanding 
distribution is checkedif the old number of times of distribution is M or less timesa 
distribution request will be permittedif it is more than a time (M+1)a distribution 
request will be rejected and the processing 700 will be ended. M considers it as 
one or more integers hereand one value which becomes the best for each 
contents distribution system is chosen. Nextin the processing 705the 2nd 
contents key is distributed by the key delivery of Diffie-Hellman between the 
contents key generation part 104 and the user ID card 155. In the processing 
706contents are enciphered using the 2nd contents key and it progresses to the 
next processing. In the processing 707the enciphered contents are re-distributed 
and 1 is added to the number of times of distribution of contents of a user's 
contents distributing hysteresis information in the processing 708. 
[0039]As mentioned abovethe contents distribution system by this Embodiment 3 
manages the information which distributed the server to the user or this user. 
Since the server has managed a user's information when the contents distributed 
to the user have disappeared by causessuch as hardware faultit makes it possible 
to re-distribute the music in which this user received distribution. 
[0040](Embodiment 4) Drawing 4 starts Embodiment 4 of the contents distribution 
system in this invention. In drawing 4 100 is a server which distributes contents 
and the numerals 101 1021 031 041 051 06and 107 express the internal function block 
of the server 100. The 1st storage parts store in which 101 stores contents and 
contents identification information (followingcontent ID)and content ID [ as 
opposed to / according to a user's distribution request / the contents of a user 
desire in 102 ]The extraction part which extracts the contents attribute 
information showing a copyright terma remunerationetc. of contentsand 103 for 
every user A user's identification information (followinguser ID)The Research and 
Data Processing Department holding the distributed contents and 
informationincluding the contents key of these contentsetc.The contents key 
generation part which generates the contents key which uses 104 for encryption 
of contentsThe accounting part which performs demand processing for the 
contents encryption section as which 105 enciphers contentsand the 
remuneration which ****s to the contents to which 106 was distributed to the 
user of a distribution destinationand 107 are message distribution processing parts 



which perform message distribution processing in a server. 

[0041 ]The numerals 150 are the client terminals by which network connection was 
carried out to the server. The numerals 1511 521 53and 154 express the internal 
function block of the remote terminal 150. The client message distribution 
processing part in which 151 performs message distribution processing by the side 
of a client terminalThe card reader/writer by which 152 equips a client terminal 
with a user ID card or the memory card 156The decoding section in which 153 
decodes the enciphered contentsthe 2nd storage parts store in which 1 54 stores 
the enciphered contentsA memory card and 1 57 are decoding reproduction 
devicesandas for the user ID card for which 155 is needed when a user receives 
distributionand 156can equip with the memory card 156. 

r0042] Drawing 8 is an example of the user information data base managed in the 
Research and Data Processing Department 103. The Research and Data 
Processing Department 103 manages user IDcontent ID and the newest 
distribution timea copyright termthe contents expiration datea pricethe number of 
times of distributioncontents key informationetc. for every user who provides 
distribution service. About the contents distribution system constituted as 
mentioned abovethe operation is described below. 

r0043] Drawing 7 expresses the flow of the processing 800 when the copyright of 
contents goes out. The processing 800 comprises the processings 801-807. Firstin 
the processing 801 the information on copyright is transmitted to the Research and 
Data Processing Department 103and it is reflected in a user information data base 
in the Research and Data Processing Department 103. Nextin the processing 802it 
is judged whether the controlling method of the distributed contents is 
automaticor it waits for a user's directions. When a controlling method is 
automatic (Yes)it shifts to the processing 804. After in (No) case the server 100 
recognizes that the user accessed the server 100 for the first time since the 
attribution information of contents changes in the processing 803it shifts to the 
processing 804. [ whose controlling method was not automatic ] In the processing 
804it tells a user that the copyright term of contents expired. In the processing 
805as for a usercarrying out encryption release tells the server 100 whether lends 
and there is. Processing is ended to (No) case without the necessity for code 
release. 

[0044]When a user demands encryption release (Yes)it shifts to the processing 
806. In the processing 806the server 100 is stored in the Research and Data 
Processing Department 103and transmits the contents key of said contents to a 
user. At this timethe contents key which received distribution transmitswithout 
enciphering so that a user can treat freely. The user can decode contents freely 
using the contents key. Therebywhen copyright goes outa user decodes the code 
of contentsand after he changes into the data which a user can useit becomes 
possible to copy freely. Also in the case of the copyright piece shown by this 
embodimenta remuneration may not be made not to perform processing 800when 
it must pay. In this casewhen a remuneration changes to 0 yensuppose that 
processing 800 can be performed. 



[0045]The contents distribution system by Embodiment 4 manages attribution 
information which the server distributed to the usersuch as a remuneration of 
contentsand copyright. When the copyright of the contents distributed to the user 
goes outa user is notified of a server and it transmits a contents key. If a contents 
key is usedthe encryption release of contents of a user will be attained. From 
these thingsthe server can maintain use restriction release of the contents 
distributed to the user. 
[0046] 

[Effect of the Invention]The contents of whichas for this inventiona user expects 
distribution are enciphered using user ID and content ID so that clearly from the 
place explained above. If a user has the user ID card 155any client terminals can 
receive contents distribution and copyright will also be protected. 
[0047]moreover — when this invention manages User Information by a server and 
the user has disappeared contents in a certain forma server limits the number of 
times — contents — re it can distribute. 

[0048]Whenas for this inventionthe copyright of the contents in which the user 
received distribution goes outa server is notifying a user of the copyright of these 
contents having gone outand distributing a contents key to a user if neededA user 
can decode the enciphered contents and can deal with it now freely. Providing the 
contents distribution system whose convenience of the user who receives 
distribution improved by these is done so. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] The functional block diagram of the contents distribution system 
concerning the embodiment of the invention 1 

[Drawing 2] The functional block diagram of the contents distribution system 
concerning the embodiment of the invention 2 

[Drawing 3] The functional block diagram of the contents distribution system 
concerning the embodiment of the invention 3 

[Drawing 4] The functional block diagram of the contents distribution system 
concerning the embodiment of the invention 4 

[Drawing 5] The flow chart used for the explanation in the case of copying a 
contents key to the memory card in the contents distribution system of this 
invention 

[Drawing 6] The flow chart explaining the re-distribution by card breakage in the 
contents distribution system of this invention 

[Drawing 7] The flow chart used for the explanation in the case of the copyright 
expiration in the contents distribution system of this invention 
[Drawing 8] The figure showing the table of an example of the User Information 
management data base in the contents distribution system of this invention 
[Drawing 9] The functional block diagram explaining an example of the conventional 



contents distribution system 
[Description of Notations] 
10100300400500 Server 
1 1 Contents accumulating part 

14 Apparatus key database 

15 Apparatus encryption section 

16 Fee collection manager 

17 and 21 Communication manager 
20150350450550 client terminals 

23 Remote processing manager 

24 Data accumulation part 

25 IC card 

101301 The 1st storage parts store 
102302 Extraction part 

103 Research and Data Processing Department 

104 and 12304 Contents key generation part 

105 and 13 Contents encryption section 

106 Accounting part 

107 Server message distribution processing part 
151351551 Client message distribution processing part 
22152352452 A card reader/writer 

153 Decoding section 

1 54 The 2nd storage parts store 

155 User ID card 

156 Memory card 

157 Decoding reproduction terminal 
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-+f I DA- KI 5 5 t^-'E'Jtl- KI 5 6 tOHTl] 

v x v -y *- ^s±tcii)ii-r & fci6<oie2(D#*m*fE 

fiE-r^o :^lcSaS6 0 3lCj5t^Ts n-+f I DA— K 1 

5 5 ic«*rt*+iT^i> 3 >^> i y K=l> 

rVy+-(53 tf-1tt«fl« N J-XTT* £ C <b =&«B"T 

^ 0 Nii0J.x±<DSS3»T\ ^n^nroziv^v 
'yiEfi^x^Aicfcit^SjS^i^i -piMiin^o t 

U HulB^tf— t&«filtf (N+l) J-X±T*ofc«^li: 

it. joa*»7r*. Huie=ifcf— ts^NWTT^o/c 

-y*-wn t-e^iic 1 *mx%<, ;^icaiii6 o 5 ic 
ts^r=L— *f\ Dti-Ki 5 scoziv^vy^-^s SQ 

16 0 2t^fiELfcB3IB*2<0«*«*fflOTPi*fbr 
^>„ :^ICSQS6 0 6tcj3t^Ts =]>7 1 > , y4 : - ; &3.-+f 
I DA- KI 5 S^e^^'J*- K1 5 61c$£j5IL, ^ 

u a- k 1 5 6 (ctefc^nTv/cBuiam 2 co&mm* 
i^T> ziv^^'y^-s-^-r^o ^i-*ifcBzi> 

tl5„ ZL-Wij?^'J^Fqr#g'5:pS^lc=l>'^> , y*- 
[0031] tt±G)#«s*tcd:y. ziv-rv-yfccfcO-'zi 
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vxvv/*— tt/^ua— ki 5 6 icmmznzo 

T\ ZL— +f I D*-K1 5 5#fcl^*&U:*5l^T i fc>s « 

[0 0 3 2] n>^v i y*-ia4» #Jfl!*iJK1t$fi 
swim*-* c cron^ n>y>y*a* 

-r^i^. a#»**(s*i 5 7i*=i>'5 i > , y*-tc$$ 

[0 0 3 3] w±o«t3(Cs *SIB6^Jg3lcJ:*=i> 
xV'ygBflv'XxAli. /t'J^-KI 5 6^CBI^^fc;*• 
ft/c=l>xV > y<tei^4)»tTC^C#^&3>5 1 >\^ 

-0«*iti]iar*. £fo av^vy*-^ a— w 
>y*-*at;-T*E£:*i*itr*o ctucfcya- 

*f«\ *^U*-K1 5 6?!l§SSJi*1 5 7 Kg* 
"T 3 C <t lc J: , a > t 1 > *y £a-+f tffcjffl -5 x- 

[0034] mmmm 3 > ei314*5^cd:]>^> 
•yffill-vxxMcfctt^Hi&cojKJft 3 tc«3„ isi 3 izis 
t^T5 o oiirjVxvy^iBffl-r^+t-M'. 3 o 1 lizi 

3k i o nt^y^y-ymmn^m-r^ta^ i 

0 3tt»3.— tf*lC3.— If I D-^eB^lLfcUVxV'y. 

3k i o 4i±i]>7 1 >' , y<DBg^bicffl^.si]>7 ; > , y4 i 

y^Bg^ft-f ^ziyT^yBf-^fbSPs 1 0 6tiSB«?tl 
fcay^vytcfflj&r^ttlffifcE^fcOa-^lcfcfLtt 

*L«*«a*fT3B*«raaik i o 7i4w»<ks©aj 

*v h^-^S-iiUT^-TT'VhSifi^S 5 OlC 

vy*-£»a«£«£M»i8M o 6 ictti***-*- /<E 

[00 3 5] ^f5 5 1, 1 5 2, 1 5 3 33«fctf 1 5 4 
t>\ -7 5 -f T 7 > h 4£5fc 5 5 0 (OrtSWttBy □ V * 
t 55 1 tiiBffiS-ftfc^VxVyfcgfi LTS2C0IB 
1tSIUc3MffiU a-+f I D*-Ki 55frb<DWi§ 
5 0 OMlciSfgU tt— M5 0 OffliJ^S^W 
1I^£ZL-+f I D*-K1 5 5tcilHI-rS'75'r7'> h 
EffS&JISP, 1 5 2 143.— +f I D£-K1 55<t, 

56*^*-r**-Ku— sr/5-r*» 15 

1 5 4t4EfI*tirc=l>'7 i > , y^^-r5m2fE1tSRx 

1 5 5iiiL— **a-*©i^r*«»*«aj**:i.- 
+f mwmn <t =i >x > >y <t e & * a— «*« 

tttSl- tf I Dft- K1 5 5T'$5o 3.— *f I D#- 



K1 5 514, 3-tWEfI£§tt3l&U: i &S<h&£o 1 

5 6i4iEfl^§ttfc=i>x> > y-^s av^vycDS^u: 
&M<h&3a>x> , y*-£te*AT*£* : EV7J- KT 
fc£o 1 5 7t4«^S££ET-3!>'A «'JA-K1 5 

[0 0 3 6] E814, 1ffS«SgP1 0 3 7^11^^3. 

-+f*«7 f -*'N-x®— «>jt**. it Hassan 03 

t4*!S6tf)?f5*g 1 ∋J:3lc« EflW— £Z*««LT 
1>5J- ••fSlCs O.— +f I D <hs 3Vf V7 I D s kDt 

Ismail mrmmm. ziy^yymmmm. mm. e 
fiisift* =i>7 i > , y*-it?s%^ ; & | gs-r^o 

[0 0 3 7] W±©«fc"5lC«lfiE*n/i:3>7 1 > , yE«v' 

£^3iSffiKoi^-n45lfiS<Dff*!« 1 <hHlf|Wl UT-SSo 
+J— M'5 0 0T(4* £3— +f<7)EfIa>7 : v , yjiE , lf$8 

J&£CD3-+f1iS$B : &[2] 8 (C^-TcfcdlCx-^^-xeS 
+J— M'5 0 0t4, 3-+f'«:-rT^E« : &§tt 

fc^vxvy^sEfl-r^cii^T^^^dic-r^c, z. 

CT\ m2(DIB1tg|51 5 4&£"K«*?3-*lT^£B§^b 

t^«^ici4, iwiuav^vy^-T-Bg^k^^oTt 

3-+ft4«^T^^^/c46, aSifeLfctWitiJIft^s 
I2W3Vf>7+-^J-'tf I D*-K1 5 5t3> 
T>>y*—£.1%&'\ 0 4t^TfffilEt5o =l 

>7 : > , y^S2<D=]Vx> , y*-TB§^'(bL, a— *fie 

[0 0 3 8] E16CC)5aS7 0 014, 3.— t fMZ\ 'W)^.l4' 
/ \- K 0 1 T'ittPSlc «fe o T =1 > x V >y j^JWife L T L $ o 

7 0 0t4ilQS7 0 1 3b^SaS7 0 $ 
/^'5 OOlcj'^-bX'r^o ^lc5QS7 

0 i icfc^T, n>^>-y^-*fi)6SPi 0 4i:3.-+f I 
D*- K 1 5 5 £©MTfcS^#IE8l©*»H±?«* 

SQS7 o oi4*?yr?>o sSSEicfi£«]-rn^ ^jico.— tf 

145QS7 0 2 tc5Vrii?B£-?T3o C ' TZL-f 14*- K 
^56ffl L/cili: 31S>m LTLSoft»53> 

xvy^EfSL/c^t-t— /<5 o otcspe-y-^o SQS 

7 0 3lcfcL^TE18lC^-ra.-+ftS$Bx-^^-XCD* 

E^aasttaj^^fia-rso KM7 0 4ic*>^t. 

T(DE«ls]ia^5liSL. cnST^EflSfttfMSWT 
Ti5tH«B«***fFRr Ls (M+1) s«±r»ti« 

1 J-X±<7)SISf<t U ; etl^n<Dzl>^> , yElIv'X5 1 ^ 
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icmmttezmfti -z>mutiz>o swc $as7 0 5{c& 

UT, 3Vt>7+- ^BJtgPI 0 4«hJ-+f I Dfc-K 
1 5 5 £©IST\ Diffie-Hellma n<Dg|E 
jglCfcy^CDHV^vy*— ^EflrT^c S&17 0 6 

IbU ^ODjUtSlCiitr. 5QB17 0 7lC33L s T\ Bg^fb* 
n/cZlV^V^^SffifflU &3I7 0 8lCiSl^T\ =L- 

ic i =&jjn*.-5o 

[0 0 3 9] J-X±<DJ:atC, *HSgCD^Sl3lcJ:^=l> 
ft Lfc1t««*8-r a-+f legBffl Lfc3 ^tVV 
■p +J— / *f (Off SfifcSS LTt^<0T\ 

So 

[0040] mm<Dmm4) 12141*. ★ssnjicasw-* 

fcl^TI 0 0«=]>7 1 > , y : &BBfI-r^+t-/\T-SUs ft 
^1 0 1, 102, 103. 10 4, 105, 1 06 

cfcin 0 7^-a*i oo<oi*gffl*WB:7nv 

1 0 1 li=l>7 1 >\y<h=]>-7 i > , y§ttS'J'tf$B (i-XTv =J> 

1 d) 1 ©iBnak 1 021*3.- 

1 0 3 ii^zL-+fSic, a— tf©«K!lflHl (WT. a- 
+f i d) mMLtz^y^y^ts Env^vy^ri 

Ibf £ =1 > ^ > -y Bg-^-fbSk 1 0 etiffifli-n/cziVT 1 

fx?, P&SaSSPx 1 0 7ti+r-M'U:fctf£E{l«l3 : & 

[004 1] ft^l 5 Ofct+J— JK£*V hy—Z&ffiZ 
tLtO^^T^\~timmV&^. W151. 152. 1 
5 3, 1 5 46\ U ^— h4»* 15 0 <0rtW«MB^n y 
-7£«-f o 1 5 1 ti*5-r7»V ha£5fcffli]0>ElIffiliI£'<T 

ov^'fry hEflMosfls* ^ si^^^yyv^. 

lCU.-+f l Drt-K-^^'Jft-KI 5 6^ft5* 

- KU-^'/^-r^s 1 5 3tiBg-§-<b?nfc=i>^>-y 
^^-r^a^bffls. 1 5 4t*Bg^b*tifc=i>7 i > , y 

*tt*W**2(DK*»» 1 5 5 WEfSfcgtt 
*H»Ci8»t3S:*3.— 9* I D*-H\ 1 5 6tt*^y» 
-K\ 1 5 7ttOTBSKI?*y. ^'Jfc-KI 5 

[0 0 4 2] 081*, flHMPlSM 0 
-+fm^9'—S'^<-X<D— fi>JT'*So hhrssspi 0 3 



[0043] m 7 «\ a vyosfftttf^ttfcii-g- 

8 0 0 <Dyfatl*m? „ MS 8 0 0 MH 8 0 1 
fr£ 8 0 7 THMMm*. *r«WS8 0 1 ICfcl^T, * 
fHt©tt«tt1t«Wl» 1 0 3 (CiX1l«tU If $g^SSP 

s„ ^kmss o 2icfc^T. BB^s^nrczivxv-ycT) 

f*. «S*»#e» (Yes) T*ofe»&«Ha8 0 
4lc»*. «a*S6fl«e»T3B:6 x -3/t (No) MS. M 
18 0 3lCfct s T=l>'7 l > , yOS14'tf#B* >: ^'fbLTA x S 
H-+fJbM*-/*1 0 Olcy^-bXLfcCh^-t 

-mi o oftmtSLLtcmc. sas8 0 4ic^^o mss 

ftrcZ.t*&7LZo a-+fl*SaS8 0 5lCfc^T, Bf^- 
-fbWBfS^-r^frL&l^^+^M'l 0 0lCte*.5o Bg^ 
ft?B££>#^tf&l- N (No) *g$lctt«!S£l*7rSo 

[0 0 4 4] a-«ftfW^b*l**»KLfc (Yes) 
Jf^CliMSIS 0 6lcf££„ M38 0 6lCfcl^7\ +f- 
M'1 0 0 Itm $geag|5 1 0 3lCtftttLT*oT» buIB=1 
>^yy<Dziyy'yy^-^:3.-+fizMmT^o cot 
Eft^s^fc^v^vy^-i*. zL-+f^gdaicift 

tct*. ^■<Dn>7 i > , y+- ; &ffl^T=i>7 ; > , y : &gE&ic 

Wfflli^^ltmi^e^f.!:*, SaS8 0 0^r 

[0 0 4 5] SI6gC0^4lcd;^=l>'5 L V , yE«v'X7 1 
Lti. / Wn-+f ItEfi Lfc=i VxyycoWfiffi-^S 
ff*t^<i:'©S141«$S^ , gS-r^o a— tflcEflLfcav 

^vyros^^wtifca^ t»— tftcaw 
L. =i>7 1 > , y*- ; &)llffi-r^ 0 3VTy7t-^ffli^ 

> y > v <m mmmmm z ^vftvxHs. 

[0 0 4 6] 

a.-+f^Effi«-lgil"ri.=iV^> i yt*. 
n.-+f I D,b. ziv^vy I D<b^ffl^TBg^b*n 

[0047] a— vnwt-y— 
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KM 2 0 0 1 - 3 5 0 7 2 7 



[0 0 4 8] g=fc. a-1WE«*SW'fcP 

p>5r>y+— *a-tflcE*-T*C£T. i-VttW 
T*£c£5U:£:3o cnStecfctU E«*SW"*:i— * 

[hi ] *awo>*ss©»«i Ki$*:3>x>yffi<r> 

XxA©«IB7pv*H 

[02] *»W0)JISSa)B«2i*:«*a>^> i yEfll-> 
[B3] *«WOSBtBB«3K««3>T>yifr> 

[134] *«w<o*»flwe«4ic«*p>y> i yEft-> 
[0 5] *»0^cop>7 1 v > yE<i>'X7 L ^tcfcnts^ : E 

S7P— h 
[06] *^^^=]>^>^SB^lvX^iA^j5^^. * 

- K«»lC<S*HE«*ME-r*7P-* + - h 

[0 7] ^B^CDziV^V^Efl^X^^tC^^^s ¥ 
fHW!BflIti©J|fta)RSli:H^*7P-ft- H 
[08] *5$B^(7D=]>7 z V^Efi>'X5 z ^tcfcHt^v =L 

- trw $b^s x * ^— x 0— m com * Tret 0 



[0 9] ^3RCD=l>7 z > x yEffl>'XxZx^— <W«:tttRS"r 
1 0, 1 00, 3 0 0, 4 0 0, 5 0 0 +h- 

2 1 

1 50, 3 5 0, 4 5 0, 5 5 0 ^■^-f7 7 > h 



1 1 
1 4 
1 5 
1 6 

1 7, 

2 0, 

2 3 
2 4 
2 5 
10 1, 
1 0 2, 
1 0 3 
1 04, 
1 0 5, 
1 0 6 

1 0 7 
15 1, 

2 2, 1 
1 5 3 
1 5 4 
1 5 5 
1 5 6 
1 5 7 



I C*-K 

,301 SB 1 ODEtHR 
3 0 2 ttffltf 

1 2, 3 04 =iv^> 4 y*-^SP 

1 3 PV^V^BS^bSP 
V- /tEflMM* 

3 5 1, 5 5 1 o^^yy KEflJaSflJ 
5 2, 3 5 2, 4 5 2 *- K U -f £ 

H-tM D27-K 
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350 
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605^ 



I 



fi2001-350727 



[02] 



302 
(— 

mam 



* tentn 

301 



J. 



400 



450 



304 

_L 



\ 


105 









M4F 



351 



452 



=L— »flD 

* — K-155 



■d 



%2C> 
Ett* 



154 



[03] 



— * — 



500 

./ 



102 



1f» 



*1<7> 






- > 






301 


106 



105 



107 



550 



Kxl55 



156 



*2<Z> 

"7 

154 



L 



[08] 















«* 








23498675 


YS-OU34-» 


1986.12.30 17:00 


2049,11.?° 


ft 






KtyA 
<*S>M> 






TM-0O4O-1 


2000.0 1.C2 13:30 


MM* 




1500P3 


IBB 


KtyQ 






YS-QU34-. 


2000X11.06 14:00 


2049.11.30 


ft 


7oon 


.2PIH 


K«y C 




52382976 


T3 TW90-« 


200001.18 03:00 


2048.01.31 


2000.1231 


300OR 


asm 


Key D 
IfcftMP 




a 3 5245983 




















HWHP58-. 


2000.02.01 14:30 


1971.09.30 


ft 


Ofj 


1HB 


Key E 


J.— *D 


9201135 


HWHP56-i 


2000.02.01 14:30 


1971.09.30 


ft 


arc 




Key fc 
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W200 1 -3 5 07 27 



[04] 




me] 



701' 




OK? 



Yes 



No 



1 — 




Yes 



DHlC«fc<& 



8CKK 



802 



[07] 




805 



806v 



Yes 
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[09] 



Z. ^1 



7^ 

13 



15 



16 



7^" 



2 



MID 



1 



20 







rt-K 



31 



jj- IC±» — K 

26 



23 



7^" 



(51) Int. CI.7 
G 1 0 K 
H 0 4 L 

H 0 4 N 



15/02 
9/10 
9/32 
7/16 
7/173 



ye* 



F I 

G 1 0 K 15/02 
H0 4N 7/16 
7/173 
H 0 4 L 9/00 



7-7> K (♦#) 



6 4 0 



C 

6 4 0 A 
6 2 1 A 
6 7 3 A 
6 7 3 E 



F£-Zx(##) 5B085 AC04 AE02 AE12 AE29 

5C064 BA07 BB01 BC01 BC06 BC17 

BC18 BC22 BC25 BC27 BD02 

BD09 (C01 
5J104 AA12 EA04 EA18 EA25 EA28 

EA33 KA01 NA02 NA03 NA35 

NA36 NA38 PA11 



